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Actor Details 

Description: 

UNC2053 is a financially motivated cluster of activity that encompasses the use of various loader and backdoor combinations that are 

distinct but share a common networking protocol. Mandiant has regularly observed these campaigns incorporating new delivery tactics 

and it is plausible that UNC2053 relies on multiple partners for distribution. We have high confidence that common actors are behind the 

development of TrickBot and these families. UNC2053 appears to partner with multiple threat actors who leverage access obtained by 

UNC2053 to subsequently deploy ransomware. 

Targeted Industries: 

Aerospace & Defense 

Automotive 

Chemicals & Materials 

Civil Society & Non-Profits 

Construction & Engineering 

Education 

Energy & Utilities 

Financial Services 

Governments 

Healthcare Hospitality 

Insurance 

Legal & Professional Services 

Manufacturing 

Media & Entertainment 

Oil & Gas 

Pharmaceuticals 

Retail 

Technology 

Telecommunications Transportation 

Motivations: 

  Financial Gain 

Associated Malware: 
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BEACON 

BEERBOT 

BUBBLYBOT 

CORKBOT 

EMPIRE 

GRIMAGENT 

ICECANDLE 

KEGTAP 

METERPRETER 

POWERTRICK RUMRUNNER 

SINGLEMALT 

SPIKEDNOG 

STILLBOT 

WINEKEY 

Source Regions:  

East Europe 

Targeted Regions: 

  Australia 

  Canada 

  Colombia 

  Denmark  

 France 

  Germany 

  India 

  Ireland 

  Japan 

  Pakistan 

  Poland 

  Singapore 

  Sweden 

  United Kingdom 

  United States of America 

Relevant Reporting: 

https://advantage.mandiant.com/malware/malware--448e822d-8496-5021-88cb-599062f74176
https://advantage.mandiant.com/malware/malware--f31bb2df-6e40-5e9f-80f6-3381e7a37de9
https://advantage.mandiant.com/malware/malware--df5a622a-cfce-5604-9025-f0b8d7966188
https://advantage.mandiant.com/malware/malware--3628ceac-a56d-569f-ba2a-eddff75e6df5
https://advantage.mandiant.com/malware/malware--2c61638a-d5b0-53ae-a009-922395861239
https://advantage.mandiant.com/malware/malware--e1c4ae6f-ebdb-529b-b7ad-2040f9742123
https://advantage.mandiant.com/malware/malware--42bace14-33a4-5df1-a909-23d423f5ff55
https://advantage.mandiant.com/malware/malware--271e08e4-943c-5393-b52b-010be59e5033
https://advantage.mandiant.com/malware/malware--fd75924a-abcc-5f01-aad0-62968727e86c
https://advantage.mandiant.com/malware/malware--83ed8413-4f87-5395-a04d-aabcfd9056c0
https://advantage.mandiant.com/malware/malware--72f18d8a-36a3-5ca9-a34a-d0fa889dd088
https://advantage.mandiant.com/malware/malware--d91103f3-5aa3-53c0-8c3b-11f5539eec61
https://advantage.mandiant.com/malware/malware--7858e4a5-604f-5c41-9bd0-c50af0677a5f
https://advantage.mandiant.com/malware/malware--caf28068-b484-5b1f-ae4f-b3e14a93e219
https://advantage.mandiant.com/malware/malware--bcfc6623-1907-5b89-b000-9f929728ceae
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Malware Details 

Description: 

SPIKEDNOG is a downloader written in C++ that retrieves payloads via HTTP. Payload URLs may be hard-coded or generated using a 

domain generation algorithm. Downloaded payloads are injected into a separate process and executed. SPIKEDNOG commonly downloads 

the BUBBLYBOT backdoor. 

Operating Systems:  

Windows 

Role: 

Downloader 

Capabilities: 

Anti-AV: Symantec 

Anti-AV: Windows Defender 

Anti-AV: eScan 

Capture CPU information 

Capture disk information 

Capture hostname 

Communicates using HTTP 

Communicates using TLS 

Communicates using raw sockets 

Constructs mutex 

Creates processes 

Download files 

Encodes using XOR 

Lists processes 

Lists processes 

Performs anti-disassembly obfucscation 

Performs process injection 

Uses RSA 

 

 


